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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >




Summary of Changes

This manual contains new and updated information.

New and Updated This table contains the changes made to this revision.

Information Topic Page
Added the definition of Claim Limit to the Terms and Definitions table. 5
Removed the Important note. n
Removed safety-lock information. 12
Updated Table 1. 14
Updated footnotes in Table 2. 15
Updated information about calculating PFH values. 18
Added an Important note to the Programming Overview section. 26
Added information about the On- to Off- delay filter. 28
Added information about unexpected changes to the configuration signature. 29
Made minor changes to the information on configuring a safety module. 30
Addgd anew graphic and explanatory text, and updated the Configure Always 31
section.
Updated the Important note. 36

Updated the information on configuring Guard 1/0 safety modules. Also updated the | 40
second Important note.

Added a new Important note. 44
Added information about the safety task signature. 55

Added a bullet to the Lock the GuardLogix Controller section. 58
Deleted the Certification column from the tables. 71and 72
Updated the instructions for the connection reaction time limits. 85

Added references to Guard 1/0 module user manuals for safety data. 95
Updated the list of available SIL 2 output modules. 105
Added an Important note about the safety task signature. 106
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Preface

Understanding Terminology

Table 1 - Terms and Definitions

Topic Page
Understanding Terminology 5
Additional Resources 6

This manual is intended to describe the GuardLogix” controller system, which is
type-approved and certified for use in safety applications up to and including
SIL CL 3 according to IEC 61508 and IEC 62061, safety applications up to and
including Performance Level PLe (Category 4) according to ISO 13849-1.

This publication covers both 1756 and 1768 GuardLogix controller systems.
When ‘GuardLogix controllers’ is used alone in this publication, it refers to both
1756 and 1768 GuardLogix controllers. Information specific to one controller

type will include the bulletin number, 1756 or 1768.

Use this manual if you are responsible for the development, operation, or
maintenance of a GuardLogix controller-based safety system. You must read and
understand the safety concepts and requirements presented in this manual prior
to operating a GuardLogix controller-based safety system.

The following table defines terms used in this manual.

Abbreviation Full Term Definition

1002 One out of Two Identifies the programmable electronic controller architecture.

ap Common Industrial Protocol An industrial communication protocol used by Logix 5000™ based automation systems on Ethernet/IP™,
ControlNet™, and DeviceNet™ communication networks.

(IP Safety Common Industrial Protocol — Safety SIL 3 -rated version of CIP.

Certified

L (laim Limit The maximum SIL level that can be achieved.

DC Diagnostic Coverage The ratio of the detected failure rate to the total failure rate.

EN European Norm. The official European Standard.

Gsv Get System Value tA ladder logic instruction that retrieves specified controller status information and places it in a destination
ag.

PC Personal Computer Computer used to interface with, and control, a Logix-based system via RSLogix 5000° programming
software.

PFD Probability of Failure on Demand The average probability of a system to fail to perform its design function on demand.

PFH Probability of Failure per Hour The probability of a system to have a dangerous failure occur per hour.

PL Performance Level 150 13849-1 safety rating.
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Preface

Table 1- Terms and Definitions

Abbreviation Full Term Definition

SNN Safety Network Number A unique number that identifies a section of a safety network.

SV Set System Value Aladder logic instruction that sets controller system data.

-- Standard Any object, task, tag, program, or component in your project that is not a safety-related item (that is,
standard controller refers generically to a ControlLogix or CompactLogix™ controller).

Additional Resources

These documents contain additional information concerning related products

from Rockwell Automation.

Resource

Description

GuardLogix Controllers User Manual, publication 1756-UM020

Provides information on installing, configuring, and programming the GuardLogix system

CompactLogix Controllers Installation Instructions, publication 1768-IN004

Provides information on installing Compact GuardLogix controllers

1768 Compact GuardLogix Controllers User Manual, publication
1768-UM002

Details how to configure, program, and operate a 1768 CompactLogix system, and provides technical
specifications

GuardLogix Safety Application Instruction Set Reference Manual,
publication 1756-RM095

Provides information on the GuardLogix Safety Application instruction set

Guard 1/0 DeviceNet Safety Modules User Manual, publication
1791DS-UM001

Provides information on using Guard 1/0™ DeviceNet Safety modules

Guard I/0 EtherNet/IP Safety Modules User Manual, publication
1791ES-UMO001

Provides information on using Guard 1/0 EtherNet/IP Safety modules

POINT Guard I/0 Safety Modules User Manual, publication 1734-UM013

Provides information on installing and operating POINT Guard 1/0™ modules

Using ControlLogix in SIL 2 Applications Safety Reference Manual,
publication 1756-RM001

Describes requirements for using ControlLogix controllers, and GuardLogix standard task, in SIL 2 safety
control applications

Logix5000 General Instruction Set Reference Manual, publication
1756-RM003

Provides information on the Logix5000™ Instruction Set

Logix Common Procedures Programming Manual, publication
1756-PM001

Provides information on programming Logix5000 controllers, including managing project files,
organizing tags, programming and testing routines, and handling faults

Logix5000 Controllers Add-On Instructions Programming Manual,
publication 1756-PM010

Provides information on using creating and using standard and safety Add-On Instructions in Logix
applications

ControlLogix System User Manual, publication 1756-UM001

Provides information on using ControlLogix controllers in non-safety applications

DeviceNet Modules in Logix5000 Control Systems User Manual, publication
DNET-UM004

Provides information on using the 1756-DNB module in a Logix5000 control system

EtherNet/IP Modules in Logix5000 Control Systems User Manual,
publication ENET-UM0O1

Provides information on using the 1756-ENBT module in a Logix5000 control system

ControlNet Modules in Logix5000 Control Systems User Manual,
publication CNET-UMO001

Provides information on using the 1756-CNB module in Logix5000 control systems

Logix5000 Controllers Execution Time and Memory Use Reference Manual,
publication 1756-RM087

Provides information on estimating the execution time and memory use for instructions

Logix Import Export Reference Manual, publication 1756-RM084

Provides information on using the RSLogix 5000 Import/Export utility

Industrial Automation Wiring and Grounding Guidelines, publication_
1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

Product Certifications website, http://www.ab.com

Provides declarations of conformity, certificates, and other certification details

You can view or download publications at

hetp://www.rockwellautomation.com/literature/. To order paper copies of

technical documentation, contact your local Allen-Bradley distributor or
Rockwell Automation sales representative.
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SIL 3 Certification

Safety Integrity Level (SIL) Concept

Topic Page
SIL 3 Certification 1
Functional Verification Tests 12
GuardLogix Architecture for SIL 3 Applications 13
GuardLogix System Components 14
GuardLogix Certifications 17
GuardLogix PFD and PFH Specifications 17
Safety Integrity Level (SIL) Compliance Distribution and Weight 18
System Reaction Time 19
Safety Task Period and Safety Task Watchdog 20
Contact Information if Device Failure Occurs 20

1756 and 1768 GuardLogix controller systems are type-approved and certified
for use in safety applications up to and including SIL CL3 according to

IEC 61508 and IEC 62061, safety applications up to and including Performance
Level PLe (Category 4) according to ISO 13849-1. SIL requirements are based

on the standards current at the time of certification.

In addition, the standard tasks within 1756 GuardLogix controllers can be used
either for standard applications or SIL 2 safety applications as described in the
Using ControlLogix in SIL 2 Applications Reference Manual, publication
1756-RMO001. In either case, do not use SIL 2 or standard tasks and variables to
build up safety loops of a higher level. The safety task is the only task certified for
SIL 3 applications.

The standard task in 1768 Compact GuardLogix controllers may not be used for
SIL 2 safety applications.

RSLogix 5000° programming software is required to create programs for 1756
and 1768 GuardLogix controllers.
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Chapter1  Safety Integrity Level (SIL) Concept

Functional Verification Tests

12

The TUV Rheinland has approved GuardLogix controller systems for use in
safety-related applications up to SIL CL 3, in which the de-energized state is
considered to be the safe state. All of the examples related to I/O included in this
manual are based on achieving de-energization as the safe state for typical
Machine Safety and Emergency Shutdown (ESD) Systems.

IMPORTANT The system user is responsible for:

« thesetup, SIL rating, and validation of any sensors or actuators connected
to the GuardLogix system.

« project management and functional testing.
« access control to the safety system, including password handling.

« programming the application software and the device configurations in
accordance with the information in this safety reference manual and the
GuardLogix Controllers User Manual, publication
1756-UM020, or the 1768 Compact GuardLogix Controllers User Manual
publication 1768-UM002.

When applying Functional Safety, restrict access to qualified, authorized
personnel who are trained and experienced.

IEC 61508 requires the user to perform various functional verification tests of
the equipment used in the system. Functional verification tests are performed at
user-defined times. For example, functional verification test intervals can be once
ayear, once every 15 years, or whatever time frame is appropriate.

GuardLogix controllers have a functional verification test interval of up to

20 years. Other components of the system, such as safety [/O modules, sensors,
and actuators may have shorter functional verification test intervals. The
controller should be included in the functional verification testing of the other
components in the safety system.

IMPORTANT Your specific applications determine the time frame for the functional
verification test interval. However, this is mainly related to safety 1/0
modules and field instrumentation.

For more information on the requirements of a functional verification test, see

Project Verification Test on pages 56 and 56.
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Safety Integrity Level (SIL) Concept ~ Chapter 1

Guard Logix Architecture for  The following illustration shows a typical SIL function, including:
SIL3 Applications o the overall safety function.

To Plant-wide Ethernet Network

o the GuardLogix portion of the overall safety function.

o how other devices (for example, HMI) are connected, while operating
outside the function.

Figure 1 - Typical SIL Function
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Chapter1  Safety Integrity Level (SIL) Concept

GuardLogix System

Components

The tables in this section list SIL 3-certified GuardLogix components for both
1756 and 1768 systems as well as non-SIL 3-certified components that may be
used with SIL 3 GuardLogix systems.

For the most current list of GuardLogix controller and CIP Safety™ I/O modules

certified series and firmware revisions, see http://www.rockwellautomation.com/

products/certification/safety/. Firmware revisions are available at http://

support.rockwellautomation.com/ControlFLASH™/.

Table 1 - SIL 3-certified GuardLogix Components

Related Documentation'")
Installation
Device Type Cat. No. Description Instructions User Manual

1756 GuardLogix 1756-1615 Controller with 2 MB standard, 1 MB safety memory
primary con_troller 1756-L625 Controller with 4 MB standard, 1 MB safety memory
(ControlLogix556x5) 1756-L63S Controller with 8 MB standard, 3.75 MB safety memory N/A@ 1756-UM020
1756 GuardLogix 1756-LSP Safety partner (for L6xS)
safety partner
(ControlLogix55SP)

1756-L71S Controller with 2 MB standard, 1 MB safety memory
1756 GuardLogix 1756-L72S Controller with 4 MB standard, 2 MB safety memory
primary controller -
(ControlLogix557x5) 1756-L735 Controller with 8 MB standard, 4 MB safety memory 2

1756-L73SXT Controller (XT) with 8 MB standard, 4 MB safety memory N/A 1756-UMG20
1756 GuardLogix 1756-L7SP Safety partner (for L7xS)
safety partner
(ControlLogix5575P) 1756-L7SPXT Safety partner (XT) (for L735XT)
1768 Compact GuardLogix 1768-143S Controller with support for two 1768 modules 1768-IN004 1768-UM002
(cé)(;]r:]rggftrLogixMS) 1768-1455 Controller with support for four 1768 modules

1791DS-IN001

(IP Safety /0 modules on 1791D5-N002 | 1791DS-UMO0T
DeviceNet networks 1732D5-IN00

For the most current list of certified series and firmware revisions, see the safety certificate athttp:/ | ——
(IP Safety /0 modules on /www.rockwellautomation.com/products/certification/safety/ 1791ES-IN001 1791ES-UM001
EtherNet/IP networks
POINT Guard /0 modules N/A? 1734-UM013

(1) These publications are available from Rockwell Automation by visiting http://www.rockwellautomation.com/literature.
(2) See user manual for installation instructions.
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Table 2 - Components Suitable for Use with 1756 GuardLogix Controller Safety Systems

Related Documentation®®

Installation
Device Type Cat. No. Description series” | Revision” Instructions User Manual
1756-A4 4-slot chassis
1756-A7 7-slot chassis
1756-A10 10-slot chassis B N/A
1756-A13 13-slot chassis
Chassis 1756-A17 17-slot chassis N/A
1756-A4LXT 4-slot XT chassis B N/A
1756-A5XT 5-slot XT chassis
1756-A7XT 7-slot XT chassis
1756-A7LXT 7-slot XT chassis 1756-IN005
1756-PA72 Power supply, AC C
1756-PB72 Power supply, DC C
1756-PA75 Power supply, AC B
Power supply N/A N/A
1756-PB75 Power supply, DC B
1756-PAXT XT power supply, AC B
1756-PBXT XT power supply, DC B
1756-ENBT EtherNet/IP bridge module A 3.6
1756-EN2T A 2.005
1756-EN2F A 2.005
1756-EN2TR C 5.007 ENET-IN002 ENET-UMO01
1756-EN3TR C
L 1756-EN2TXT XT EtherNet/IP bridge module (copper) C 5.007
Communication
modules 1734-AENT POINT I/0™ Ethernet Adapter A 3.001 1734-IN590 1734-UM011
1756-DNB DeviceNet bridge module A 6.2 DNET-IN0O1 DNET-UMO004
1756-CN2 ControlNet bridge module A 12.1
1756-CN2R ControlNet bridge module, redundant media A 121 CNET-IN005 CNET-UMO001
1756-CN2RXT XT ControlNet bridge module, redundant media B 20.020
i RSLogix 5000 software for 1756-L6xS controllers 149 ;
Pr(f)tgrammlng 932400 9. N/A o /A ﬁorsult online
soltware RSLogix 5000 software for 1756-L7x5 and 1756-L73SXT controllers 20 elp.
Memory cards 1784-CF128 128MB CompactFlash Card for 1756-L6xS controllers
1784-SD1 1 GB Secure Digital (SD) Card for 1756-L7xS controllers N/A N/A N/A N/A
1784-SD2 2 GB Secure Digital (SD) Card for 1756-L7xS controllers

(1) This version or later.

(2)  RSLogix 5000 software, version 15, does not support GuardLogix safety controllers (for 14,16, 17, 18, 19, and 20).

(3) V20o0nly.

(4) These publications are available from Rockwell Automation by visiting http://www.rockwellautomation.com/literature.

Slots of a SIL 3 system chassis not used by the 1756 SIL 3 system may be
populated with other ControlLogix" (1756) modules that are certified to the
Low Voltage and EMC Directives.

IMPORTANT

ControlLogix-XT™ system components are rated for extreme environmental

conditions only when used properly with other Logix-XT system components.
The use of ControlLogix-XT components with traditional ControlLogix or
GuardLogix system components nullifies extreme environment ratings.
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To find the certificates for the ‘Programmable Control — ControlLogix Product

Family’ refer to http://www.rockwellautomation.com/products/certification/
ce/.
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Table 3 - Components Suitable for Use With 1768 Compact GuardLogix Controller Safety Systems

Related Documentation'?
Installation User Manual
Device Type (at. No. Description series™V Revision'” Instructions

1768-PA3 Power supply, AC N/A N/A N/A
Power supply 1768-IN001

1768-PB3 Power supply, DC N/A N/A

1768-ENBT EtherNet/IP bridge module A 3.1 ENET-IN002 ENET-UM001
Communication | 1734-AENT POINT I/0 Ethernet Adapter A 3.001 1734-IN590 1734-UM011
modules 1734-AENTR POINT 1/0 Ethernet Adapter 3.001 1734-IN040 N/A

1768-CNB ControlNet bridge module A 2.1.1 CNET-IN005 CNET-UMO0O01
Programming 9324-xxxx RSLogix 5000 software N/A 18 N/A Consult online help.
software
Memory Cards 1784-CF128 128 MB CompactFlash Card N/A N/A N/A N/A

(1) This revision or version or later.
(2) These publications are available from Rockwell Automation by visiting http://www.rockwellautomation.com/literature.

GuardLogix Certifications

GuardLogix PFD and PFH

Specifications

Expansion slots of a SIL 3 system bus that are not used by the 1768 SIL 3 system
may be populated with other CompactLogix™ (1768) modules that are certified
to the Low Voltage and EMC Directives. To find the certificates for the
‘Programmable Control — CompactLogix Product Family,, refer to

http://www.rockwellautomation.com/products/certification/ce/.

The ControlLogix Controllers Technical Data, publication 1756-TD001 lists
the product specifications and the agency certifications for which the products
are approved. If a product has achieved agency certification, it is marked as such

on the product labeling. See the Product Certification link at http://
www.rockwellautomation.com/products/certification/ for Declarations of

Conformity, Certificates, and other certification details.

Safety-related systems can be classified as operating in either a Low Demand
mode, or in a High Demand/Continuous mode. IEC 61508 quantifies this
classification by stating that the frequency of demands for operation of the safety
system is no greater than once per year in the Low Demand mode, or greater than
once per year in High Demand/Continuous mode.

The Safety Integrity Level (SIL) value for a Low Demand safety-related system is
directly related to order-of-magnitude ranges of its average probability of failure
to satisfactorily perform its safety function on demand or, simply, probability of
failure on demand (PFD). The SIL value for a High Demand/Continuous mode
safety-related system is directly related to the probability of a dangerous failure
occurring per hour (PFH).
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Safety Integrity Level (SIL) Concept

Sensor

Sensor

Sensor

1791DS-1B12

PFD and PFH values are associated with each of the three primary elements
making up a safety-related system (the sensors, the logic element, and the
actuators). Within the logic element you also have input, processor, and output
elements.

Figure 2 - PFH Example
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To determine the logic element PFH for each safety loop in the simple example
system shown in the PFH Example, sum the PFH values for each component in
the loop. The PFH Equations by Safety Loop table provides a simplified example
of PFH value calculations for each safety loop shown in the PFH Example
illustration.

Table 4 - PFH Equations by Safety Loop

For this loop Sum the PFH values of these components
Total PFH forloop 1= 1791DS-I1B12 + GuardLogix controller + 1791DS-1B4X0X4
Total PFH for loop 2 = 1791DS-IB8X0B8 + GuardLogix controller + 1791DS-1B4X0X4

When calculating PFH values, you must take into account the specific
requirements of your application, including proof test and diagnostic test
intervals.

The GuardLogix controller and I/O system may conservatively be assumed to
contribute 10% of the reliability burden. A SIL 3 system may need to incorporate
multiple inputs for critical sensors and input devices, as well as dual outputs
connected in series to dual actuators dependent on SIL assessments for the safety
related system.
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The system reaction time is the amount of time from a safety-related event as an
input to the system until the system sets corresponding outputs to their safe state.
Faults within the system can also have an effect upon the reaction time of the
system. The system reaction time is the sum of the following reaction times.

Sensor Input Safety Task Output Actuator
Reaction + Reaction + Reaction + Reaction + Reaction
Time Time Time Time Time

Each of the times listed above is variably dependent on factors such as the type of
I/O module and instructions used in the program.

Safety Task Reaction Time

The safety task reaction time is the worst-case delay from any input change
presented to the controller until the processed output is set by the output
producer. It is less than or equal to the sum of the safety task period and the safety
task watchdog.
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Contact Information if Device
Failure Occurs

20

Safety Task Period and Safety Task Watchdog

The safety task period is the interval at which the safety task executes.

The safety task watchdog time is the maximum permissible time for safety task
processing. If safety task processing time exceeds the safety task watchdog time, a
non-recoverable safety fault occurs in the controller and outputs transition to the
safe state (off) automatically.

You define the safety task watchdog time, which must be less than or equal to the
safety task period.

The safety task watchdog time is set in the task properties window of

RSLogix 5000 software. This value can be modified online, regardless of
controller mode, but it cannot be changed when the controller is safety-locked or
once a safety task signature is created.

If you experience a failure with any SIL 3-certified device, contact your local
Rockwell Automation distributor to initiate the following actions:

e You can return the device to Rockwell Automation so the failure is
appropriately logged for the catalog number affected and a record is made
of the failure.

e You can request a failure analysis (if necessary) to try to determine the
cause of the failure.
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For a brief listing of components suitable for use in Safety Integrity Level (SIL) 3
applications, see the table on page 14. For more detailed and up-to-date

information see http://www.rockwellautomation.com/products/certification/
safety/.

When installing a GuardLogix controller, follow the information in the
GuardLogix Controllers User Manual, publication 1756-UM020, or
CompactLogix Controllers Installation Instructions, publication 1768-IN004.

The 1756 GuardLogix controller consists of a primary controller
(ControlLogix 556xS or ControlLogix 557xS) and a safety partner
(ControlLogix 55SP or ControlLogix 557SP). These two modules work in a
1002 architecture to create the SIL 3-capable controller. They are described in
the following sections.

Both the primary controller and safety partner perform power-up and run-time
functional diagnostic tests of all safety-related components in the controller.

For details on status indicator operation, refer to the GuardLogix Controllers

User Manual, publication 1756-UM020.

IMPORTANT Status indicators are not reliable indicators for safety functions. They should
be used only for general diagnostics during commissioning or
troubleshooting. Do not attempt to use status indicators to determine
operational status.

For a list of GuardLogix safety controller catalog numbers see Table 1 on page 14.
For a list of standard ControlLogix components suitable for safety applications,
see Table 2 on page 15.
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Primary Controller

The primary controller is the processor that performs standard and safety control
functions and communicates with the safety partner for safety-related functions
in the GuardLogix control system. The primary controller consists of a central
processor, I/O interface, and memory.

Safety Partner

To satisfy SIL 3 requirements, a safety partner must be installed in the slot
immediately to the right of the primary controller. The safety partner is a co-
processor that provides redundancy for safety-related functions in the system.

The safety partner is configured by the primary controller. Only a single
download of the user program to the primary controller is required. The safety
partner’s operating mode is controlled by the primary controller.

Chassis

The chassis provides the physical connections between modules and the 1756
GuardLogix system. Any failure, though unlikely, would be detected as a failure
by one or more of the active components of the system. Therefore, the chassis is
not relevant to the safety discussion.

GuardLogix-XT™ controllers must use a ControlLogix-XT™ chassis to achieve
the extreme environment rating.

Power Supplies

No extra configuration or wiring is required for SIL 3 operation of the
ControlLogix power supplies. Any failure would be detected as a failure by one or
more of the active components of the GuardLogix system. Therefore, the power
supply is not relevant to the safety discussion.

GuardLogix-XT controllers must use a ControlLogix-XT power supply to
achieve the extreme environment rating.
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1768 Compact GuardLogix
Controller Hardware

CIP Safety Protocol

Safety 1/0

The 1768 Compact GuardLogix controllers combine the primary and safety
partner controllers in a single controller hardware package to form a SIL 3
capable controller. Compact GuardLogix controllers feature a 1768 backplane
and a 1769 backplane to support standard 1769 I/O modules.

Table 5 - Compact GuardLogix Controller Catalog Numbers

Controller Maximum 1768 Modules (local) Maximum 1769 1/0 Modules (local and
remote)

1768-143S 2 16

1768-1455 4 30

The 1768 Compact GuardLogix controller is powered by a 1768-PA3 or
1768-PB3 power supply. A 1769-ECR end cap is also required.

For alist of 1768 Compact GuardLogix safety controllers and standard
CompactLogix components suitable for safety applications, see GuardLogix
System Components on page 14.

Safety-related communication between GuardLogix controllers takes place via
produced and consumed safety tags. These safety tags use the CIP Safety
protocol, which is designed to preserve data integrity during communication.

For more information on safety tags, see Chapter 5, Characteristics of Safety
Tags, the Safety Task, and Safety Programs.

For information on CIP Safety I/O modules for use with GuardLogix
controllers, see Chapter 3.
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Table 6 lists the communication interface modules available to facilitate
communication over EtherNet/IP™, DeviceNet, and ControlNet networks via

the CIP Safety protocol.

Table 6 - Communication Interface Modules by System

GuardLogix System Communication Modules
1756 « 1756-ENBT, 1756-EN2T(R), 1756-EN2F, or 1756-EN3TR EtherNet/IP bridge
module

1734-AENT POINT I/0 Ethernet Adapter
1756-DNB DeviceNet bridge module

1756-CN2 ControlNet bridge module

1756-CN2R Redundant ControlNet bridge module

1756 -XT « 1756-EN2TXT XT EtherNet/IP bridge module (copper)
» 1756-CN2RXT Redundant XT ControlNet bridge module

1768 1768-ENBT
1734-AENT POINT 1/0 Ethernet Adapter
1768-(NB

1768-CNBR

IMPORTANT Due to the design of the CIP Safety control system, CIP safety bridge
devices, like those listed in the table, are not required to be SIL 3-certified.

EtherNet/IP Network

Peer-to-peer safety communication between GuardLogix controllers is possible
via the EtherNet/IP network through the use of EtherNet/IP bridge modules.
An EtherNet/IP bridge module lets the GuardLogix controller control and
exchange safety data with CIP Safety I/O modules on an EtherNet/IP network.

Figure 4 - Peer-to-peer Communication via EtherNet/IP Bridge Modules and the EtherNet/IP
Network
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DeviceNet Safety Network

DeviceNet bridge modules let the 1756 GuardLogix controller control and
exchange safety data with CIP Safety I/O modules on a DeviceNet network.

Figure 5 - Communication via a DeviceNet Bridge Module
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ControlNet bridge modules let the GuardLogix controller produce and consume
safety tags over ControlNet networks to other GuardLogix controllers or remote

CIP Safety I/O networks.

Figure 6 - Communication via a ControlNet Bridge Module
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Programming Overview The programming software for the GuardLogix controller is RSLogix 5000

software.

RSLogix 5000 software is used to define the location, ownership, and
configuration of I/O modules and controllers. The software is also used to create,
test, and debug application logic. Initially, only relay ladder logic is supported in
the GuardLogix safety task.

See Appendix A for information on the set of logic instructions available for
safety applications.

Authorized personnel may change an application program, but only by using one
of the processes described in Editing Your Safety Application on page 61.

IMPORTANT When the GuardLogix controller is in the Run or Programming mode and
you have not validated the application, you are responsible for maintaining
safe conditions.
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Before operating a GuardLogix safety system containing CIP Safety I/O
modules, you must read, understand, and follow the installation, operation, and
safety information provided in the publications listed in the SIL 3-certified
GuardLogix Components tables on page 14.

CIP Safety I/O modules can be connected to safety input and output devices,
allowing these devices to be monitored and controlled by the GuardLogix
controller. For safety data, I/O communication is performed through safety
connections using the CIP Safety protocol; safety logic is processed in the

GuardLogix controller.

The following is treated as the safe state by CIP Safety I/O modules:

o Safety outputs: OFF

o Safety input data to controller: OFF

CIP Safety Network

Safety Status

The CIP Safety I/O modules should be used for applications that are in the safe
state when the safety output turns OFF.
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Reaction Time
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Diagnostics

CIP Safety I/O modules perform self-diagnostics when the power is turned ON
and periodically during operation. If a diagnostic failure is detected, safety input
data (to the controller) and local safety outputs are set to their safe state (OFF).

Status Data

In addition to safety input and output data, CIP Safety I/O modules support
status data to monitor module and I/O circuit health. Refer to your module’s
product documentation for specific product capabilities.

Status Indicators

The CIP Safety I/O modules include status indicators. For details on status
indicator operation, refer to the product documentation for your specific
module.

On- or Off-delay Function

Some CIP Safety I/O modules may support On-delay and Off-delay functions
for input signals. Depending upon your application, you may need to include
Off-delay, On-delay, or both when calculating system reaction time. For example,
the On to Off delay filter is helpful to filter out the pulse test from safety devices
that affect the input logic level.

See Appendix C for information on system reaction time.

The input reaction time is the time from when the signal changes on an input
terminal to when safety data is sent to the GuardLogix controller.

The output reaction time is the time from when safety data is received from the
GuardLogix controller to when the output terminal changes state.

For information on determining the input and output reaction times, refer to the
product documentation for your specific CIP Safety I/O module.

See Appendix C for information on calculating the system reaction time.
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Safety Considerations for CIP
Safety 1/0 Modules

You must commission all devices with a node or IP address and communication
rate, if necessary, before their installation on a safety network.

Ownership

Each CIP Safety I/O module in a GuardLogix system is owned by one
GuardLogix controller. Multiple GuardLogix controllers and multiple CIP
Safety I/O modules can be used without restrictions in chassis or on networks as
needed. When a controller owns an I/O module, it stores the module’s
configuration data, as defined by the user. This controls how the modules operate
in the system.

From a control standpoint, safety output modules can only be controlled by one
controller. Each safety input module is also owned by a single controller;
however, safety input data can be shared (consumed) by multiple GuardLogix
controllers.

Safety I/0 Configuration Signature

The configuration signature defines the module’s configuration. It can be read
and monitored. The configuration signature is used to uniquely identify a
module’s configuration. When using a GuardLogix controller, you do not have to
monitor this signature. It is monitored automatically by the GuardLogix
controller. If the configuration signature changes unexpectedly, the CIP safety
connection between controller and I/O module is broken.

1/0 Module Replacement

The replacement of safety devices requires that the replacement device be
configured properly and that the replacement device’s operation be user-verified.

ATTENTION: During replacement or functional testing of a module, the safety
of the system must not rely on any portion of the affected module.
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Two options for I/O module replacement are available on the Safety tab of the

Controller Properties dialog box in RSLogix 5000 software:
 Configure Only When No Safety Signature Exists
o Configure Always

Figure 7 - Safety I/0 Replacement Options
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Configure Only When No Safety Signature Exists

This setting instructs the GuardLogix controller to automatically configure a
safety module only when the safety task does not have a safety task signature, and
the replacement module is in an out-of-box condition, meaning that a safety

network number does not exist in the safety module.

If the safety task has a safety task signature, the GuardLogix controller only
automatically configures the replacement CIP Safety I/O module if the following

is true:

o The module already has the correct safety network number.

o The module electronic keying is correct.

e The node or IP address is correct.
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To set the proper SNN when a safety signature exists, a manual action (typically
SET), is required to download the proper SNN, after which the remainder of the
configuration is automatically downloaded.

Safety Network Numk x|
Generate |

12A15/2011 2:01:58.302 P

" Manual
Backplane: I [Decimal]
Mumber:
29071_044C_F01E [Hex] Copy

i,

Bazte

Ok I Cancel | Help

Configure Always

The GuardLogix controller will always attempt to automatically configure a
replacement CIP Safety I/O module if the module is in an out-of-box condition,
meaning that a safety network number does not exist in the replacement safety
module, and the node number and I/O module keying matches the controller’s
configuration.

Safety control system is not being relied on to maintain SIL 3 behavior during

2 ATTENTION: Enable the Configure Always feature only if the entire routable CIP
the replacement and functional testing of a module.

If other parts of the CIP Safety control system are being relied upon to maintain SIL
3, make sure that the controller’s Configure Always feature is disabled.

It is your responsibility to implement a process to make sure proper safety
functionality is maintained during device replacement.

Safety network when the Configure Always feature is enabled, except while
following the module replacement procedure in the GuardLogix Controllers User
Manual, publication 1756-UM020, or the 1768 Compact GuardLogix Controllers
User Manual, publication 1768-UM002.

2 ATTENTION: Do not place any modules in the out-of-box condition on any CIP
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To understand the safety requirements of a CIP Safety control system, including
the safety network number (SNN), you must first understand how
communication is routable in CIP control systems. The CIP Safety control
system represents a set of interconnected CIP Safety devices. The routable system
represents the extent of potential mis-routing of packets from an originator to a
target within the CIP Safety control system. The system is isolated such that
there are no other connections into the system. For example, because the system
below cannot be interconnected to another CIP Safety system through a larger,
plant-wide Ethernet backbone, it illustrates the extent of a routable CIP Safety
system.

Figure 8 - CIP Safety System Example

Router/
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(1) The router or firewall is set up to limit traffic.
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Unique Node Reference

The CIP Safety protocol is an end-node to end-node safety protocol. The CIP
Safety protocol allows the routing of CIP Safety messages to and from CIP Safety
devices through non-certified bridges, switches, and routers.

To prevent errors in non-certified bridges, switches, or routers from becoming
dangerous, each end node within a routable CIP Safety control system must have

a unique node reference. The unique node reference is a combination of a safety
network number (SNN) and the node address of the node.

Safety Network Number

The safety network number (SNN) is assigned by software or by the user. Each
CIP Safety network that contains Safety I/O nodes must have at least one unique
SNN. Each ControlBus™ chassis that contains one or more safety devices must
have at least one unique SNN. Safety network numbers assigned to each safety
network or network subnet must be unique.

TIP More than one SNN can be assigned to a CIP Safety subnet or a ControlBus
chassis that contains more than one safety device. However, for simplicity,
we recommend that each CIP Safety subnet have one, and only one, unique
SNN. This is also the case for each ControlBus chassis.

Figure 9 - CIP Safety Example with More Than One SNN
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Each CIP Safety device must be configured with an SNN. Any device that
originates a safety connection to another safety device must be configured with
the SNN of the target device. If the CIP Safety system is in the start-up process
prior to the functional safety testing of the system, the originating device may be
used to set the unique node reference into the device.

The SNN used by the system is a 6-byte hexadecimal number. The SNN can be
set and viewed in one of two formats: time-based or manual. When the time-
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Considerations for Assigning
the Safety Network Number
(SNN)

based format is selected, the SNN represents a localized date and time. When the

manual format is selected, the SNN represents a network type and a decimal

value from 1...9999.

Figure 10 - SNN Formats

Safety Network Numk ﬂ Safety Network Numk j
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oK. I Cancel | Help | K I Cancel | Help

The assignment of a time-based SNN is automatic when creating a new
GuardLogix safety controller project and adding new Safety I/O modules.

Manual manipulation of an SNN is required in the following situations:
o Ifsafety consumed tags are used.

o Ifthe project will consume safety input data from a module whose
configuration is owned by some other safety device

o Ifasafety project is copied to a different hardware installation within the

same routable CIP Safety system

IMPORTANT If you assign an SNN manually, take care to make sure that system
expansion does not result in duplication of SNN and node address
combinations.

The assignment of the SNN is dependent upon factors including the
configuration of the controller or CIP Safety I/O module.

Safety Network Number (SNN) for Safety Consumed Tags

When a safety controller that contains produced safety tags is added to the I/O
Configuration tree, the SNN of the producing controller must be entered. The

SNN may be copied from the producing controller’s project and pasted into the

new controller being added to the I/O Configuration tree.

Refer to the GuardLogix Controllers User Manual, publication 1756-UM020, or

the 1768 Compact GuardLogix Controllers User Manual, publication
1768-UMO002, for information on how to copy and paste an SNN.
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Safety Network Number (SNN) for Out-of-box Modules

Out-of-box CIP Safety I/O modules do not have an SNN. The SNN is set when
a configuration is sent to the module by the GuardLogix controller that owns the
module.

IMPORTANT To add a CIP Safety I/0 module to a configured GuardLogix system (the SNN
is present in the GuardLogix controller), the replacement CIP Safety module
should have the correct SNN applied before it is added to the CIP Safety
network. See page 30 for additional information.

Safety Network Number (SNN) for Safety Module with a Different
Configuration Owner

When a CIP Safety I/O module is owned by a different GuardLogix controller
(controller B), and then is added to another GuardLogix project (controller A
project), RSLogix 5000 software assigns the SNN based on the current project.
Because the current project (controller A project) is not the true configuration
owner, you need to copy the original SNN (controller B project) into the
configuration in controller A’s project. This is easy to do with standard copy and
paste commands. The result is that the CIP Safety I/O module produces data to
two GuardLogix controllers at the same time. You can do this for a maximum of
16 controllers.

Refer to the GuardLogix Controllers User Manual, publication 1756-UMO020, or
the 1768 Compact GuardLogix Controllers User Manual, publication
1768-UMO002, for information on changing, copying, and pasting safety network

numbers.

Safety Network Number (SNN) When Copying a Safety Project

hardware or in a different physical location, and the new project is within the
same routable CIP Safety system, every SNN must be changed in the second
system. SNN values must not be repeated.

2 ATTENTION: If a safety project is copied for use in another project with different

Refer to the GuardLogix Controllers User Manual, publication
1756-UM020, or the 1768 Compact GuardLogix Controllers User Manual,
publication 1768-UM002, for information on changing the SNN.
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Because it is a Logix-series controller, both standard (non-safety-related) and
safety-related components can be used in the GuardLogix control system.

You can perform standard automation control from standard tasks within a
GuardLogix project. 1756 GuardLogix controllers provide the same
functionality as other 1756 ControlLogix series controllers. 1768 Compact
GuardLogix controllers provide the same functionality as other 1768-L4x
CompactLogix controllers. What differentiates 1756 and 1768 GuardLogix
controllers from standard controllers is that they provide a SIL 3-capable safety
task.

However, a logical and visible distinction is required between the standard and
safety-related portions of the application. RSLogix 5000 software provides this
differentiation via the safety task, safety programs, safety routines, safety tags, and
safety I/O modules. You can implement both SIL 2 and SIL 3 levels of safety
control with the safety task of the GuardLogix controller.
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You can perform SIL 2 safety control by using the 1756 or 1768 GuardLogix
controller’s safety task.

Because 1756 GuardLogix controllers are part of the ControlLogix series of
processors, you can perform SIL 2 safety control with a 1756 GuardLogix
controller by using standard tasks or the safety task. This capability provides
unique and versatile safety control options, as most applications have a higher
percentage of SIL 2 safety functions than SIL 3 safety functions.

SIL 2 Safety Control in the Safety Task

The 1756 and 1768 GuardLogix safety task can be used to provide SIL 2 as well
as SIL 3 safety functions. If SIL 3 safety functions need to be performed at the
same time as SIL 2 safety functions, you must fulfill the requirements defined in
the SIL 3 Safety—the Safety Task, Safety Programs, and Safety Routines sections
of this chapter, as well as the SIL 2 requirements listed in this section.

SIL 2 Safety Logic

From a GuardLogix safety control perspective, the biggest difference between
SIL 2 and SIL 3 safety-rated devices is that SIL 2 is generally single-channel,
while SIL 3 is typically dual-channel. When using Guard safety-rated I/O (red
modules), which is required in the safety task, SIL 2 safety inputs can be single
channel which can reduce complexity and the number of modules that are
necessary.

It is up to the safety system designer to properly implement all safety functions.
Consideration must be given to:

o field device selection (proper selection, identify and mitigate all device

faults)

o consider safety demand requirements (low IEC 61511 or high
ISO 13849)

o consider test intervals (diagnostics and proof testing needed to satisfy
application requirements)

o identify, and justify with proper documentation any fault exclusions that
are used

IMPORTANT If a combination of SIL 2 and SIL 3 safety functions are used at the same
time within the safety task, you must prevent SIL 2 input signals from
directly controlling SIL 3 safety functions. This can be done by using specific
safety task programs or routines to separate SIL 2 and SIL 3 safety
functions.

Within the safety task, RSLogix 5000 software includes a set of safety-related
ladder-logic instructions. In addition to these safety-rated ladder logic
instructions, GuardLogix controllers feature application-specific SIL 3-rated
safety instructions. All of these logic instructions may be used in Cat 1...4 and
SIL 1...3 safety functions.
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For SIL 2-only safety, a safety task signature is not required. However, if any
SIL 3 safety functions are used within the safety task, a safety task signature is
required.

Safety-locking the safety task once testing is completed is recommended for SIL 2
applications. Locking the safety task enables additional security features. You may
also use FactoryTalk® Security and RSLogix 5000 routine source protection to
limit access to safety-related logic.

For more information on generating a safety task signature and safety-locking the
safety task, refer to the GuardLogix Controllers User Manual, publication
1756-UM020, or the Compact GuardLogix Controllers User Manual,
publication 1768-UMO002.

SIL 2 Safety Inputs

CompactBlock™ Guard I/O™ (1791-series), ArmorBlock® Guard I/O™ (1732-
series), and POINT Guard I/O™ (1734-series) safety input modules support
single-channel SIL 2 safety input circuits. Because these modules are also rated
for SIL 3 operation, mixing SIL 2 and SIL 3 circuits on the same module is
allowed, provided you follow these guidelines.

These two wiring examples show how to wire SIL 2 safety circuits to Guard I/O
safety input modules. These examples make use of onboard test sources (TO...Tx)
that are resident on all 1791 and 1732 safety input modules.

Figure 11 - Input Wiring

Guard I/O modules group inputs in pairs to facilitate Cat 3, Cat 4, and SIL 3
safety functions. For use in Cat 1, Cat 2, and SIL 2 safety functions, module
inputs should still be used in pairs as illustrated. Two SIL 2 safety functions are
shown wired to inputs 10 and I1 using test sources TO and T'1, respectively.

Figure 12 - Input Wiring in Pairs

o | 11 [ T0 | T1
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For Cat 1, Cat 2, and SIL 2 safety functions, the Guard I/O safety modules need
specific configurations within the GuardLogix project. In this example, inputs 0,
1,6,7,8,9, 10, and 11 are part of a CAT 1, 2 or SIL 2 safety function, because
they are configured as Single. Inputs 2 and 3, as well as 4 and 5 are part of a CAT
3, CAT 4, or SIL 3 safety function, because they are configured as Equivalent.

Figure 13 - Input Configuration
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Field Value

Type Single

Discrepancy Time N/A

Point Mode Safety Pulse Test

Test Source Set values based on how the field device is physically wired to the module. To make sure
the test source is properly enabled, open and view settings on the Test Qutput tab.

Input Delay Time User input based on field device characteristics.

IMPORTANT The onboard pulse test outputs (T0...Tx) are typically used with field
devices that have mechanical contacts. If a safety device that has electronic
outputs is used (feeding safety inputs), they must have the appropriate
safety ratings.

IMPORTANT If you are using GuardLogix Safety Application Instructions to detect

discrepancy faults of dual-channel devices, be sure to configure your safety
input modules as single, not equivalent or complementary. If configured for
equivalent or complementary, discrepency faults at the safety instruction
are masked by the input module. These instructions provide all dual-
channel functionality necessary for PLd (Cat. 3) or PLe (Cat. 4) safety
functions. Either the instruction or the module can provide the discrepancy
checking typically required for SIL3 safety functions.

Refer to the GuardLogix Safety Application Instruction Set Reference
Manual, publication 1756-RM095.
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SIL 3 Safety—the Safety Task

SIL 2 Safety Control in Standard Tasks (1756 GuardLogix controllers
only)

Because of the quality and amount of diagnostics built into the 1756
ControlLogix series of controllers, you can perform SIL 2 safety functions from
within standard tasks. This is also true for 1756 GuardLogix controllers.

To perform SIL 2 safety control within a GuardLogix standard task, you must
abide by requirements defined in the Using ControlLogix in SIL 2 Applications
Safety Reference Manual, publication 1756-RMO001.

IMPORTANT You may not use the standard task in a 1768 Compact GuardLogix controller
for SIL-2 safety applications.

Creation of a GuardLogix project automatically creates a single safety task. The
safety task has these additional characteristics:

e GuardLogix controllers are the only controllers that support the safety
task.

o The safety task cannot be deleted.

o GuardLogix controllers support a single safety task.

o Within the safety task, you can use multiple safety programs composed of
multiple safety routines.

¢ You cannot schedule or execute standard routines from within the safety
task.

The safety task is a periodic timed task with a user-selectable task priority and
watchdog. In most cases, it is the controller’s top priority and the user-defined
program watchdog must be set to accommodate fluctuations in the execution of
the safety task.

Safety Task Limitations

You specify both the safety task period and the safety task watchdog. The safety
task period is the period at which the safety task executes. The safety task
watchdog is the maximum time allowed from the start of safety task scheduled
execution to its completion.

For more information on the safety task watchdog, see Appendix C, Reaction
Times.

The safety task period is limited to a maximum of 500 ms and cannot be
modified online. Make sure that the safety task has enough time to finish before
it is triggered again. Safety task watchdog timeout, a non-recoverable safety fault
in the GuardLogix controller, occurs if the safety task is triggered while it is still
executing from the previous trigger.
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See Chapter 7, Monitor Status and Handle Faults, for more information.
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Safety Task Execution Details

The safety task executes in the same manner as standard periodic tasks, with the
following exceptions:

o The safety task does not begin executing until the primary controller and
safety partner have established their control partnership and the
coordinated system time (CST) is synchronized. However, standard tasks
begin executing as soon as the controller transitions to Run mode.

o Although the configurable range of the requested packet interval (RPI) for
safety inputs and safety consumed tags is 6...500 ms, safety input tags and
safety-consumed tags are updated only at the beginning of safety task
execution. This means that even though the I/O RPI can be faster than the
safety task period, the data does not change during safety task execution.
The data is read only once at the beginning of the safety task execution.

o Safety input values are frozen at the start of safety task execution. As a
result, timer-related instructions, such as TON and TOF, will not update
during a single safety task execution. They will keep accurate time from
one task execution to another, but the accumulated time will not change
during safety task execution.

ATTENTION: This behavior differs from standard Logix task execution,
but is similar to PLC or SLC™ behavior.

o For standard tags that are mapped to safety tags, the standard tag values are
copied into safety memory at the start of the safety task and do not change
during safety task execution.

o Safety output tag (output and produced) values are updated at the
conclusion of safety task execution.
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o The safety task responds to mode changes (for example, Run to Program
or Program to Run) at timed intervals. As a result, the safety task may take
more than one task period, but always less than two, to make a mode
transition.

IMPORTANT  While safety-unlocked and without a safety task signature, the controller
prevents simultaneous write access to safety memory from the safety task
and communication commands. As a result, the safety task can be held off
until a communication update completes. The time required for the update
varies by tag size. Therefore, safety connection and/or safety watchdog
timeouts could occur. (For example, if you make online edits when the safety
task rate is set to 1 ms, a safety watchdog timeout could occur.)

To compensate for the hold-off time due to a communication update, add 2
ms to the safety watchdog time.

When the controller is safety-locked or a safety task signature exists, the
situation described in this note cannot occur.

IMPORTANT  The safety task signature is required to operate in a SIL3 safety function.

Follow these precautions and guidelines for using HMI devices in SIL-rated
GuardLogix systems.

Precautions

You must exercise precautions and implement specific techniques on HMI
devices. These precautions include, but are not restricted to the following:

o Limited access and security
o Specifications, testing, and validation
o Restrictions on data and access

o Limits on data and parameters

For more information on how HMI devices fit into a typical SIL loop, see
Figure 1 on page 13.

Use sound techniques in the application software within the HMI and controller.
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Accessing Safety-related Systems

HMI- related functions consist of two primary activities: reading and writing
data.

Reading Parameters in Safety-related Systems

Reading data is unrestricted because reading doesn’t affect the behavior of the
safety system. However, the number, frequency, and size of the data being read
can impact controller availability. To avoid safety-related nuisance trips, use good
communication practices to limit the impact of communication processing on
the controller. Do not set read rates to the fastest rate possible.

Changing Parameters in SIL-rated Systems

A parameter change in a safety-related loop via an external (that is, outside the
safety loop) device (for example, an HMI) is allowed only with the following
restrictions:

o Only authorized, specially-trained personnel (operators) can change the
parameters in safety-related systems via HMIs.

e The operator who makes changes in a safety-related system via an HMI is
responsible for the effect of those changes on the safety loop.

e You must clearly document variables that are to be changed.

e You must use a clear, comprehensive, and explicit operator procedure to
make safety-related changes viaan HML

o Changes can only be accepted in a safety-related system if the following
sequence of events occurs:

a. The new variable must be sent twice to two different tags; that is, both
values must not be written to with one command.

b. Safety-related code, executing in the controller, must check both tags
for equivalency and make sure they are within range (boundary checks).

c. Both new variables must be read back and displayed on the HMI
device.

d. Trained operators must visually check that both variables are the same
and are the correct value.

e. Trained operators must manually acknowledge that the values are
correct on the HMI screen that sends a command to the safety logic,
which allows the new values to be used in the safety function.

In every case, the operator must confirm the validity of the change before
they are accepted and applied in the safety loop.

o Test all changes as part of the safety validation procedure.
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o Sufficiently document all safety-related changes made via the HMI,
including the following:

— Authorization

Impact analysis

Execution

Test information

Revision information

o Changes to the safety-related system must comply with IEC 61511
standard on process safety, section 11.7.1 Operator Interface requirements.

o Changes to the safety-related system must comply with IEC 62061 for
machine safety.

o The developer must follow the same sound development techniques and
procedures used for other application software development, including the
verification and testing of the operator interface and its access to other
parts of the program. In the controller application software, set up a table
that is accessible by the HMI and limit access to required data points only.

o Similar to the controller program, the HMI software needs to be secured
and maintained for SIL-level compliance after the system has been
validated and tested.

A safety program has all the attributes of a standard program, except that it can be
scheduled only in the safety task. A safety program may also define program-
scoped safety tags. A safety program may be scheduled or unscheduled.

A safety program can contain only safety components. All of the routines in a
safety program are safety routines. A safety program cannot contain standard
routines or standard tags.

Safety routines have all the attributes of standard routines, except that they can
exist only in safety programs. One safety routine may be designated as the main
routine. Another safety routine may be designated as the fault routine. Only
safety-certified instructions may be used in safety routines.

For a listing of safety instructions, see Appendix A.

ATTENTION: To preserve SIL 3, you must make sure